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FOUNDED IN 1983 BECAUSE OF
concern about the reliability of computer
systems used by the military — particularly
the complexity of the software that was used
for missile-guidance systems — the Com-
puter Professionals for Social Responsibility
came to national attention because of its later
concerns over the Strategic Defense Initia-
tive. In recent years, it has broadened its
scope to include a range of social issues re-
lated to computing, not just military con-
cerns. Much of its recent work has been spent
on civil-liberties issues, such as concerns over
the development and accessibility of private
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and government databases contammg a

broad range of information on citizens.

As director of the 2,500-member
organization’s office in Washington, D.C.,
Marc Rotenberg represents the CPSR in tes-
timony before the US Congress. He was in-
terviewed by News Editor Galen Gruman.

Q: What are some of the civil llbemm areas
that are of concern right now? ~

A: Privacy of records systems is very im-
portant. We're collecting more information
about more people, in more detailed fashion,
than ever before. And what makes that possi-
ble, of course, is the technology.

. The reason that it’s a problem is because
people enter into relationships with different
organizations, different businesses, different
people, for specific purposes. You go to the
Department of Motor Vehicles and get a
driver’s license. You may need to tell them
that you wear corrective lenses to get the k-
cense. The DMV needs that information to
know what type of license to issue. These are
personalized bits of our lives that we don’t
necessarily tell everybody, or expect every-
body to know. They are part of the relation-
ships that we develop with particular insdtu-
tions for particular reasons.

Now that’s very important to understand,
because right now there’sa lot of information
sharing between large organizations. So you
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A: And the journalists went crazy about
that decision. They were not very happy. But
from a privacy viewpoint, it’s not a bad dedi-
sion at all — particularly because it recog-
nizes that when you take information from
different sources and bring it together, it cre-
ates a heightened privacy intrusion.

You know, it sounds a little abstract to
people, but I think it’s going to become much
less abstract in the next couple of years, be-
cause there’s enormous pressure rightnowin
the US to improve privacy protection. Peo-
ple are looking in particular at computerized
record systems and saying that the US just
has not gone far enough in preventmg sec-
ondary use of personal information.

Q: There’sno fundamen-
talright in the US to privacy.

~ At No, but we've been
very successful in gaining
these rights. To the extent
that we've been successful
it’s happened in Congress
and not in the courts. The
Reporting Act was passed
in 1970. The Privacy Act, -
which is a very good law,
was passedin’74,and inthe
"80s we had several laws
that focused on specific
technology. We had the

Cable Policy Act, Commu-
nications Privacy Act, Video Privacy Protec-
tion Act — all laws designed to protect the
transactional data generated by these new
technologies. So we've been doing pretty
wellin Congress, although I think we need to
do better. In the courts, we pretty mmuch hita
dead end in 1976 in the decision of US v.
Miller, which basically said that when you
hand information over to someone else, you
lose control over how that person usesit.

Q: There’s no equivalent to the moral rights
that other countries bave.

R: Right. That's an interesting issue,
whetheryou can use a copyrightargument to
recapture the interest that mdxvxduals have in
their own information.
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Az Yes. For example, my feeling is that if
Lotus is interested in providing my name in
Marketplace, we should negotiate an ar-
rangement. Maybe it's worth a quarter to me
every tirne that name s transferred. Or what-
ever value may exist right now, they've taken
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The legal professxon in a lot of ways 1
think, is going to be ‘transformed by expert
systems. A lot of the lower level entry and
analy51s work that paralegals do and lerks do
is increasingly being replaced by very well-
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designed expert systems. And as those sys-
tems migrate”_upward, then pretty soon
they'll be sitting in a meeting of law partners
lrymg to decide who gets accepted as a part-
nerand who gets s booted from the firm.
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Oryou look at Rlchard Stallman and the
Leagu for Programmmg Freedom [which
protested Lotus Development’s “attempt t to
monopohzetbe tus 1-2-3 sprmdsheet in-

want to be taken fmrly senously, and we
d1dn 't h1t the streets w1d1 our placards. And

cal’ acuv1ty as people b become more aware of
how they’re affected by the changes. ,

" “And 'that comes Both from within the
professlon, whlch is where it’s been so far |
rightnow, and ﬁ'om outside. I'm afraid thatit |
will be less positive when it happens outsrde
of the professxon because you're going to see
alotofcriticism directed toward the technol~
ogy and the people responsrble for 1mp1e-
mentingit.
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