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U
nder the Sar-
banes-Oxley Act and 
the European Union’s 
data-protection direc-
tives, you’re respon-
sible for any security 


breaches that occur — both yours and 
your outsourcer’s. Fortunately, many 
security products are becoming more 
economically viable. Retina scans and 
voice recognition are now feasible 
identification tools. Cryptographic 
hashes used for data encryption (such 
as SHA-1 and Snefru) are growing 
stronger. Statistical anomaly tech-
niques for intrusion detection are also 
improving. Researchers are working 
on systems to identify people by odor, 
ear shape, hand vein patterns and gait.


However, even the most advanced 
tools won’t protect you if basic secu-
rity procedures are not in place. The 
2005 Computer Security Institute/
FBI survey reports that only half of 
corporate security breaches fit the 
stereotype of cybercriminals using 
the latest James Bond tools or Defcon 
techniques. The other half origi-
nate inside your own organization 
through, for example, human error, 
poor procedures or employee theft.


Basic security controls will prevent 
most security breaches. Make sure 
your outsourcer takes at least the 
following steps:


n  Conducts background 
checks on all employees. Insider 
attacks are the hardest to prevent.


n  Disables orphan accounts 
promptly. Passwords and e-mail ac-
counts should be disabled as soon as 
an employee leaves. Although this 
seems obvious, it can be difficult in 
organizations with decentralized 
security management systems or 
where many outsiders (contractors, 
researchers, etc.) are granted access.


n  Establishes a physically se-
cure environment. Many buildings 
require entry badges but can be eas-
ily entered by “tailgating” employees 
who hold doors open. Server centers 
are often in buildings subject to fires, 
floods, earthquakes — or roof leaks.


n  Secures the electronic envi-
ronment. Easy hacker access should 
be eliminated by disabling wireless 
networks and closing any open ports. 
Make sure passwords are complex 


enough to be secure and are changed 
regularly. (Many employees still leave 
their passwords taped to their moni-
tors!) Servers and data should be vir-
tualized. Software patches must be ap-
plied regularly, and backup files should 
be sent to a secure off-site location. 


n  Develops security proce-
dures. Ensure that your outsourcer 
complies with regulations such as the 
Gramm-Leach-Bliley Act and HIPAA 
or industry standards such as PCI-
DSS for credit card handling.


n  Establishes an intrusion-
detection group. The Internet 


Engineering Task Force is develop-
ing a common format for tracking 
electronic intrusions. Monitor its 
progress, and make sure the eventual 
standards are adopted.


Expect your outsourcer to provide 
basic security; consult industry as-
sociations such as BITS or universi-
ties such as Rutgers for checklists. 
Make sure security controls are 
specified clearly in your contract. 
Large outsourcers can provide ad-
ditional levels of security — at ad-
ditional cost. Carefully analyze your 
need for extra security, since all data 
is not equally sensitive. Balance the 
cost of additional security against 
the probability and cost of potential 
loss, then factor in your company’s 
tolerance for risk.


Security considerations are critical 
to successful outsourcing efforts. Be-
fore you sign the contract, make sure 
your outsourcer can provide security 
levels that match your organization’s 
needs. Prevent predators from lever-
aging small security mistakes into 
enormous and costly losses. u


Perkins is managing partner at Louis-
ville, Ky.-based Leverage Partners Inc., 
which helps organizations invest well 
in IT. He was previously CIO at Tricon 
Global Restaurants Inc. and Dole Food 
Co. Contact him at BartPerkins@
LeveragePartners.com. 
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